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O puckax npu AUCTaHLMOHHOM 6AaHKOBCKOM 0GCny)XXMBaHUU

BaHk Poccum oTmevaeT, 4To B nocrnegHee BpeMsi B POCCUMCKOM cermeHTe cetn VIHTepHeT y4acTunuch ceTeBble
aTaky Ha calTbl U cepBepbl (Qanee — pecypcbl) KPeOUTHBIX OpraHn3aumin, a Takke NomnbITKU HEeNPaBOMEPHOrO NOMy4eHus
nepcoHanbHOW WHGOopMaLuuM nofnb3oBaTenen cucteM AuUcTaHUMOHHOro 6aHkoBckoro obenyxwusaHusa (ganee — [OBO)
(naponu, cekpeTHble KMNYM CpeacTB LndpoBaHMs U aHanoroB cobcTBeHHopydHow noanucu, MNMUH-kogpl 1 Homepa
6GaHKOBCKMX KapT, @ Takke nepcoHarnbHble AaHHble 1X Briagensua).

Haunbonee pacnpocTpaHeHHbIMU ABNAKTCS pacnpedeneHHble ataku Tvna “otkas B 06Cny>KMBaHUKU’, NpU KOTOPbIX
6onMbLUOe KOMMYECTBO KOMMNbIOTEPOB (OT HECKOMbKUX COTEH A0 COTeH TbICAY), nporpammHoe obecneyeHue KOTopbIX
npeaBapuTenbHO cneunanbHbiM 06pa3oM AWCTaHLUMOHHO MoaMdMumMpyeTcs nuuamu, npeanpuHUMaroMy nonbITKY
HenpaBOMEPHOro Mony4yeHns nepcoHanbHoW uHdopMauuy nomnb3osatenen cuctem [BO, nNo komaHAae ykasaHHbIX nuy,
Ha4uHaloT OQHOBPEMEHHO HanpaensaTb MacCcoBble 3anpochl HA aTakyembl pecypc, cepbe3Ho HapyLllas nMbo NonHOCTbIO
6rnokupys ero paboty. Mpu aToM Bnagenew pecypca, Kak npaBumno, He MOXeT caMoCTosITeNbHO, 6e3 noMoLuM npoBangepa
MHTepHeTa, BOoCcCTaHOBUTL paboTocnocobHOCTL pecypca. [1poaomKnTensHOCTL atak MOXEeT COCTaBMNSATb HECKOMNBbKO CYTOK,
B TEYeHue KOTOpbIX OKa3blBaeTcs HeBO3MOXHbIM [1BO MHOXecTBa KIMEHTOB KPeAMTHOW opraHu3auuu, 4TO MOXET
HaHecTn NpPSMON yuepb aToi opraHM3auum 1 ee KIneHTam.

B cBA3nM ¢ usnoxeHHelM baHk Poccum cumTaeT uenecoobpasHbiM peKkoMEeHAOoBaTb KPEAUTHbIM OpraHmM3aumsiv
BKNOYaTb B AOrOBOPbI, 3aknioyaemble € npoBangepamu WHTepHeTa, obssaTenbcTBa CTOPOH MO MPUHATUIO Mep,
HanpaBrieHHbIX Ha OnepaTMBHOE BOCCTaHOBMEHNE (YHKLMOHNPOBAHUA pecypca Mpu BO3HUKHOBEHUW HeLTaTHbIX
CMTyauun, a Takke OTBETCTBEHHOCTU 3a HECBOEBPEMEHHOE UCMONHEHUE Taknx 06s3aTenbCTB.

Mpn coBepLUeHUM MOMNbITOK HENPaBOMEPHOrO MOMYyYeHUs MepCOoHaNbHON MHAOPMaUMK MNonb3oBaTenen cucTem
OBO knueHTam KpeaWTHbIX OpraHn3auuin No CMCTeEMaM 3NEKTPOHHOWM MOYTbl HanpPaBnSATCA COOOLLEHUS, B KOTOPbIX MOA,
KakumMun-nnbo npegnoramu (TEXHUYECKOE NEPEBOOPYKEHNE OpraHM3auum, o6HOBNEHNe unm ceepka 6a3 AaHHbIX KpeaUTHOW
opraHv3aumn 1 T.Nn.) NpeanaraeTcs BBECTU C KNaBmaTypbl KOMMbOTEPA YKa3aHHbIe KOAbl B MOMs aKpaHHbIX hopm B xoade
UMUTUPYEMbIX CEAHCOB MHEOPMAaLMOHHOIO B3aMMOAENCTBUSI C KPEAMTHOW OpraHv3auunen (K npumepy, Yepes co3gaHHbIN
aybrmkat ee web-canta). OgHOBpEMEHHO Ha KOMMbKOTEP KNMeHTa ¢ web-canta MoryT nepefaBaTbCs BPEOOHOCHbIE
nporpamMmbl, SBMASOLLNECS KOMMbIOTEPHBIMWU BUPYCaMu Unu “3aknagkamu’, BbINOMHSOWMMU B POHOBOM pexrme paboThbl
CKpbITble (PYHKUMW, CBA3aHHbIE C HENpPaBOMEPHbLIM MOSyYEeHNEM MNepCcoHanbHON MHOpMauUmMM nonb3osBatenen cucTem
OBO.

HabniogaoTcs cnydanm HenpaBOMEPHOrO MOMydYeHUst PekBU3UTOB BaHKOBCKMX KapT Npv MpoBedeHWU onepauuvn
yepe3 GaHkoMaTbl. [pu 3TOM MCNOMbL3YOTCA HaknagHble YCTPOWCTBa Ha knasBuaTtypy ang seoga [MMH-koga wnu Ha
YCTPOWCTBO ANs npuemMa kapT B OGaHKOMaT, a Takke chneumanbHO MpucrnocobneHHble Ans aTux uenem “cdanblumsble”
6aHKoMaTbl, KOTOpble HE3aKOHHO YCTaHaBNMBAKOTCS, KaK MpPaBuMo, B HE KOHTPONMPYEMbIX KPeOUTHbIMU OpraHv3aunsamu
MeCTax U BHeLLHe He OTrnu4yatoTcs oT 6aHKkoMaToB, ncnonb3yemMbix 4na b0 KnNMeHToB KpeaUTHbIX OpraHM3aLumii.

HenpaBoMepHO nomny4YeHHble pasnuyHbiMK  cnocobaMu  PekBU3NTbl  BaHKOBCKMX KapT MCNonb3ylTcd  Ans
M3rOTOBMEHNsT MoaaenbHbIX OaHKOBCKMX KapT, 4YacTUYHO (Tak HasbiBaembii “Genbii  nnactuk’) wunmM  MOHOCTbIO
UMUTUPYIOLLMX MNoANMHHBLIE. [pn ucnonb3oBaHuM B 6aHkomaTtax nogaernbHble 6aHKOBCKME KapTbl MPedoCcTaBnsioT UX
obnapatensam Bce BO3MOXHOCTU MNOANMUHHbIX 6aHKOBCKMNX KapT.

B uenax HenpaBOMEpPHOro MOMy4YeHWs MepcoHanbHOW wHGopmauuu nonb3oBaTtenen cuctem  [OBO
3aMHTepecoBaHHble nuua MCMNOonb3ylT Takke pasfnuMyHble BapuaHTbl TernedOoHHOro MoLlleHHWYecTBa. B yacTtHocTw,
OTMEYalTCA CrlyYan HanpaBfieHUsi MOLUEHHMKaMM Ha MOOWUIbHbIE TeNeOHbI KIMEHTOB KpeaWUTHbIX opraHusauuin SMS-
CoO06LLEeHNIN 0 HEOBXOAMMOCTY NO3BOHUTL MO HOMEpaM TernedgoHOB, KOTOPbIE B AENCTBUTENBHOCTU He NpUHaanexar aTum
opraHu3aumsam. Takke MMEeT MECTO 3BOHKM KIMEHTaM C COOBLLEHNEM aBTOMHEOPMATOPOB O NPeaoCTaBNEHNN NPOAYKTOB
n ycnyr 6aHKka C MpeasioXeHnem HaxaTb onpefeneHHble KnaBuliy Ha TenedpoHe Ans NOATBEPXKAEHWUS COrnacusi B UX
npuobpeteHun 1 T.N. TeM cambiM KNMEHTbl GaHKka NPOBOLIMPYIOTCA K BCTYMIEHUIO B KOHTAKTbl C MOLUEHHUKaAMW, LIESbHO
KOTOPbIX B TOM 4YMUCIie MOXET SABMATbCA MONyYeHne KOHMMAEHUManbHON KIMEHTCKOM MHAopMaumm (Hanpumep, Homepa
HaHkoBckon kapTel 1 MNMWH-koaa).

B cBs3n c umanoxeHHbim BaHk Poccum obpallaeT BHUMaHWE KpeaWUTHbIX OpraHvM3aumii Ha HeobXoAMMOCTb
pacnpocTpaHeHus npegynpexgaoowen uHdbopmaumm Onis CBOMX KIMEHTOB, B TOM 4WUCMle C  UCMNOSMb30BaHUEM
npeacTaBuTenbCTB B CeTU VIHTepHeT (web-caiToB), 0 BO3MOXHBIX Crydasix HENMPaBOMEPHOrO NMoMyvyeHUs NepcoHanbHon
uHpopMauum nonb3oBatenen cuctem [BO. B coctaB TakoW WHGOpMauunM LienecoobpasHo BKM4YaTb oOnucaHue
odmumanbHO MCnonb3yeMbix cnocoboB 1 cpeacTB MHPOPMAaLMOHHOIO B3aMMOAENCTBUSA C KITMEHTaMM, a Takke onucaHus
NpUemMoB HEenpaBOMEPHOr0 MOMyYeHUss KOAOB MEepCOoHanbHON MAEHTUMMKALMU KNUEHTOB, MHdOopMaumMmM O GaHKOBCKMX
KapTax M Mep npegoCTOPOXHOCTW, KOTOpble HeobxogMmo cobniopatb KnueHTam, nonb3ylowmmes cuctemamu [BO.
B kayecTtBe nogobHLIX Mep KpeauTHble opraHu3aumnm Mormn 6bl, Hanpumep, peKoMeHAoBaTb KIMeHTaMm:

— WCKMOYUTb BO3MOXHOCTb HENPaBOMEPHOTrO MOMNyYeHUsi NepcoHanbHon MHdopmMauun none3osarener cuctem b0

(He nepepaBaTb HEYNOMHOMOYEHHBIM NMUaM);

— OCYyLeCTBMATL onepauumM C UCMONb30oBaHMeM GaHKOMaToB, YCTaHOBMEHHbIX B  0GesonacHblX MecTax

(B rocygapcTBeHHbIX yupexaeHusix, nogpasgeneHusx 6aHKoB, KPYMHbIX TOProBbIX KOMMEKcax, roCTUHULAX,

aspornopTax 1 T.n.);

— He ucnonb3oBaTb HaHKOBCKME KapTbl B OpraHn3aLmsx TOprosnv 1 o6cnyxnsaHns, He Bbi3blBatoOLLMX OBEPUS;

— npu coBepLleHun onepaumin ¢ 6aHKOBCKOW kapTon 6e3 ucnonb3oBaHWs HGaHKOMaToOB He BbiMyckaTb ee M3 nons
3peHus;

— He nonb3oBaTbCs YCTponucTBamu, kotopble TpebytoT BBoda MNMNH-koaa ans goctyna B NnoMeLleHne, rae pacnonoxeH

OaHKkomar;

— He ucnonb3osaTk NMNH-kog npu 3akase ToBapoB nMBO ycnyr no TenedoHy/dakcy unm no cetm NHTepHer;

— MpU HanMunM BO3MOXXHOCTW, MNPedoCTaBnsSeMON KpeaWTHOW OpraHusaumen, WUCMoNnb3oBaTb PEKBU3UTHI KapThbl
0OQHOPAa30BOro MCMofb30BaHUSA (Tak Ha3biBaeMOW “BMPTyanbHOW KapTbl”) ANS OCYLLECTBMEHWS Onnatbl TOBapoB
nmbo ycnyr Yepes ceTb VIHTepHeT;



— nonb3oBaTtbcs ycnyron SMS-onoBelleHUss O NpPOBEAEHHbIX onepaunsx ¢ npumeHeHnem [OBO (B cnyyae
BO3MOXHOCTU MOMYyYEHNs Takon YCnyru);

— OCYLLeCTBMATb MH(OPMALMOHHOE B3aMMOAENCTBME C KPEOUTHOW OpraHusaumen TOnbKo C MCMNOrb30BaHUEM
cpencTB CBA3N (MOBOUIbHBIE M CTaUMOHapHble TenedoHbl, hakcbl, UHTEPAKTUBHbIE Web-caTbl/nopTarnbl, 0OblivHas
W 3MeKTPOHHasi nodta W np.), PeKBU3WUTbl KOTOPbLIX OroBOPEHbl B AOKYMEHTax, Mofy4YaemblX HEMOCPEACTBEHHO B
KpEeaMTHON opraHv3auuu.
HacTtosuee nMcbMo noanexut onybnmkoBaHuto B “BecTtHuke BaHka Poccun”.
[oBeaute cogepxaHue HaACTOSLLEro NMcbMa A0 CBEAEHMWS KPeOUTHbIX OpraHu3auui.
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